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! Configurare modul PKCS#11 pe macOS
Longmai mToken CryptolD FIPS 140-3 Level 3

I} PKCS#11 Module Configuration on macOS

Longmai mToken CryptolD FIPS 140-3 Level 3
Token mToken Crypto FIPS 140-3 Level 3

Adobe Acrobat Reader & Mozilla Firefox

F d |CERT DIGITAL

FIPS 140-3 Level3

Tokenul FIPS 140-3 Level 3
are inscriptia ,FIPS 140-3 Level3" vizibila pe dispozitiv.

i Scopul documentului

i Document Purpose
RO

Acest ghid descrie pasii necesari pentru configurarea modulului PKCS#11 CryptoIDE pe
macOS, pentru utilizarea tokenului criptografic la:

/. semnare digitala documente
+ autentificare cu certificat digital

Instructiunile se aplica pentru:
e Adobe Acrobat Reader
e Mozilla Firefox

EN

This guide describes the steps required to configure the CryptoIDE PKCS#11 module on
macOS in order to use the cryptographic token for:

/. digital document signing
+ digital certificate authentication

The instructions apply to:
e Adobe Acrobat Reader

e Mozilla Firefox
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1. Identificarea librariei PKCS#11

1. Identifying the PKCS#11 Library

RO
+ Libraria PKCS#11 instalatd impreuna cu driverul tokenului este:

/Applications/CryptolDFipsUserTools.app/Contents/lib/mac/liblm_cryptoide pkcsll.dylib

@ Aceasti cale este valabila pentru toate versiunile macOS suportate.
@ Calea va fi utilizatd in pasii de configurare ai aplicatiilor.

EN

+ The PKCS#11 library installed together with the token driver is:
/Applications/CryptolDFipsUserTools.app/Contents/lib/mac/liblm_cryptoide pkcsll.dylib

@ This path is valid for all supported macOS versions.
@ The path will be used during the application configuration steps.

2. Configurare modul PKCS#11 in Adobe Acrobat
Reader

2. PKCS#11 Configuration in Adobe Acrobat Reader

/\ Dezactivare Protected Mode
/\ Disable Protected Mode
RO

Inainte de configurarea librariei PKCS#11 trebuie dezactivat modul de protectie Adobe.

E} Deschideti Adobe Acrobat Reader

(2] Accesati Preferences

E) Selectati Security (Enhanced)

3 in sectiunea Sandbox Protections debifati:

L1 Enable Protected Mode at startup
B Apisati OK

1. Dupa modificare este necesara repornirea aplicatiei Adobe Acrobat Reader.
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EN
Before configuring the PKCS#11 module, Adobe protection mode must be disabled.

(1] Open Adobe Acrobat Reader

E} Go to Preferences

E) Select Security (Enhanced)

3 In Sandbox Protections, uncheck:

[] Enable Protected Mode at startup
B Click OK

1. Restart Adobe Acrobat Reader after changing this setting.

(3 Configurarea modulului PKCS#11
(3% PKCS#11 Module Configuration
RO

Dupa repornirea aplicatiei:

Deschideti Preferences

Selectati Signatures

In sectiunea Identities & Trusted Certificates apasati More
Selectati PKCS#11 Modules

Apasati Attach Module

Introduceti urmatoarea cale:
/Applications/CryptolDFipsUserTools.app/Contents/lib/mac/liblm_cryptoide pkcsll.dylib
3 Apisati Open

EN

After restarting the application:

Open Preferences

Select Signatures

In Identities & Trusted Certificates click More
Select PKCS#11 Modules

Click Attach Module

Enter the following path:

/Applications/CryptolDFipsUserTools.app/Contents/lib/mac/liblm_cryptoide pkcsll.dylib
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3 Click Open

2P Conectarea tokenului
£° Connecting the Token
RO

£} Apisati Connect

3 Introduceti PIN-ul tokenului
E) Selectati certificatul valid

3 Apaisati Use for signing

Certificatul va fi disponibil pentru semnarea documentelor PDF.
EN

E} Click Connect

F) Enter the token PIN

E) Select the valid certificate
3 Click Use for signing

The certificate will now be available for PDF digital signing.

%2 3. Configurare modul PKCS#11 in Mozilla Firefox
Y. 3. PKCS#11 Configuration in Mozilla Firefox

RO

Deschideti Mozilla Firefox
Accesati Settings

Selectati Privacy & Security
Derulati pana la Certificates
Apasati Security Devices
Apasati Load

Completati:

Module Name
CryptolDE PKCS#11

Module Filename:

/Applications/CryptolDFipsUserTools.app/Contents/lib/mac/liblm_cryptoide pkcsll.dylib

2 Apisati OK
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£} Open Mozilla Firefox

B3 Go to Settings

E) Select Privacy & Security
3 Scroll to Certificates

B Click Security Devices

3 Click Load

Module Name
CryptolDE PKCS#11

Module Filename

/Applications/CryptolDFipsUserTools.app/Contents/lib/mac/liblm_cryptoide pkcsll.dylib

E4 Click OK

+ Enter the token PIN when prompted.

1. Observatii importante

1. Important Notes

RO

Y Conectati tokenul inainte de deschiderea aplicatiilor
Introduceti PIN-ul corect

Daca certificatul nu apare:

» verificati instalarea aplicatiei CryptoID FIPS User Tools
» verificati calea librariei PKCS#11

* reconectati tokenul

* reporniti aplicatia

EN

Y Connect the token before launching the applications
Make sure the correct PIN is used
« verify the CryptoID FIPS User Tools installation
» verify the PKCS#11 library path

* reconnect the token
» restart the application
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